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In Germany, a woman died enroute to an out-of-

town emergency room. She was redirected to this 

more distant location because her local hospital 

was shut down as they grappled with a ransomware 

attack.1 Hospitals have become lucrative targets 

for cybercriminals. They know that we depend 

on healthcare systems and medical devices to be 

available and functioning properly when we are ill 

or hurt. Hospitals may have up to 15-20 networked 

devices per hospital bed, and there can be more 

that 85,000 non-IT medical devices in one hospital. 

Each of these connected devices provide hackers 

with a chance to launch a ransomware attack 

and demand a payment that is, all told, cheaper 

than hiring cyber specialists and easier to recover 

from than prolonged downtime and bad publicity. 

93% of healthcare organizations have already 

experienced a breach and more than half have had 

multiple attacks.2 Many have paid the price.

The IT side had lock-ups that affected 

operations, leading to a poor patient outcome. 

From a cybersecurity perspective, this is a 

common challenge in critical infrastructure 

OT work environments – wildly differing 

but life-critical industries such as energy, 

pharmaceuticals, and water and wastewater 

treatment all must be secured so that a bad 

actor cannot use them to cause a catastrophic disaster. The modern hospital requires cybersecurity 

solutions that can handle these issues without creating challenges that could lead to poor patient 

RXWFRPHV��/LIH�FULWLFDO�VHUYLFHV�HYHU\ZKHUH�LQ�WKH�ZRUOG�KDYH�WR�EXGJHW�IRU�,7��ƬQDQFLDO�V\VWHPV��DQG�

billing – including cybersecurity – all while maintaining the organization’s critical focus on supporting 

specialists along with the equipment they use to facilitate good outcomes.

Introduction

1 “The untold story of a cyberattack, a hospital and a dying woman�” Wired� (2020) https://www�wired�co�uk/article/ransomware-hospital-
death-germany (Accessed June 25, 2022)�

2 p/DUJHVW�+HDOWKFDUH�'DWD�%UHDFKHV�5HSRUWHG�LQ�)HEUXDU\������&RQƬUPV�1HHG�IRU�1HWZRUN�6HFXULW\�%DVHG�RQ�=HUR�7UXVW�0LFURVHJPHQWDWLRQ�q�
*OREH1HZVZLUH���0DUFK��������$FFHVVHG�-XQH�����������

93% of healthcare 
organizations 

have already
 experienced

a breach

more than half
have had

multiple attacks2
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3�7KHUHVD�/DQRZLW]��$7	7�&\EHUVHFXULW\�,QVLJKWV�5HSRUW��p$�)RFXV�RQ�+HDOWKFDUH�q�$7	7�%XVLQHVV��)HEUXDU\��������$FFHVVHG�-XQH�����������
4�1DYQHHW�*XSWD��p)LYH�+HDOWKFDUH�,7�7UHQGV�7R�:DWFKRXW�)RU�,Q������q�)RUEHV���������$FFHVVHG�-XQH�����������
5 85/�IRU�LPDJH��KWWSV���ZZZ�UHVHDUFKJDWH�QHW�ƬJXUH�'D�9LQFL�URERWLF�V\VWHPV�KDYH�WKUHH�PDMRU�FRPSRQHQWV�WKH�VXUJHRQ�FRQVROH�WKH�
VXUJLFDOBƬJ�B���������

About half of the United States’ healthcare institutions have moved to 

FORXG�EDVHG�V\VWHPV��7KH�RWKHU�KDOI�SUHIHU�WR�NHHS�V\VWHPV�FRQƬQHG�WR�WKH�

physical premises, citing concerns about HIPAA privacy breaches if patient 

data resides in the Cloud while also stating that their legacy infrastructure 

is not ready for retirement.3 

Medical devices communicating with Cloud systems and those located 

on premises both need extra OT zero trust protection. First, OT should 

be separated from IT systems by an OT firewall designed specifically to protect 

RSHUDWLRQV��7KH�PRVW�HƪHFWLYH�27�ƬUHZDOOV�XVH�DGDSWLYH�WUXVW�OLVWV�WR�NHHS�WUDFN�RI�

ZKDWoV�JRLQJ�RQ�DQG�RQO\�DOORZ�WUXVWZRUWK\�PHVVDJHV�WR�ƮRZ�WR�FULWLFDO�V\VWHPV��

OT firewalls coupled with IPSes can only do this if they understand the special 

protocols in healthcare systems. Medical devices are often highly specialized 

and costly. They need robust endpoint cyber hygiene that stops known attacks, 

guards against zero-day hacks, and avoids future assaults. Remember, only security 

appliances smart enough to understand OT protocols can perform the deep threat 

analysis needed to make sure medical devices are trustworthy.

OT Zero Trust in the Cloud or On-Prem

Tech Trends for Healthcare

According to Forbes,4 medical imaging 

devices used by radiologists, cardiologists, 

and pathologists to diagnose a wide 

variety of conditions are one of the 

fastest growing areas for improving 

healthcare. AI is being used to decipher 

X-rays, CAT scans, and MRIs so doctors can 

quickly identify diseases like cancer and 

treat them more effectively. Predictive 

analytics are being incorporated into 

clinical pathways for data-driven care 

decisions. Telehealth proved to be a 

good way for physicians to remotely care 

for patients during the Covid pandemic. It will continue to evolve and become 

increasingly embedded in MyChart and other online portals for viewing lab results 

and emailing doctors. Collaborative robots or “cobots” are assisting in brain tumor 

removal and performing surgeries on other parts of the body.

'D�9LQFL�5RERWLF�6XUJHU\�'HYLFHV5
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Threat actors know that hospitals and laboratories cannot allow malware 

to shut down life-saving medical devices or refrigeration units storing 

vaccines. They see an easy payday by launching ransomware attacks. More 

sinister hackers are striving to craft attacks that tunnel from IT or hit OT 

systems directly. They want to take direct control of equipment and hold 

it hostage with the threat of being able to command medical devices to 

misbehave should the ransom not be paid. 

:KHQ�\RX�ORRN�EHKLQG�WKH�ƬUHZDOO�DW�KLJK�WHFK�KHDOWKFDUH��WKH�WKUHDW�ODQGVFDSH�

is expanding every day. The challenges for medical device manufacturers lie in their 

need to meet the health and safety needs of patients while maintaining regulatory 

compliance and increasing profits for shareholders. Adding the complexities of 

cybersecurity into the mix can seem overwhelming. While manufacturers grapple 

with developing security patches and obtaining regulatory clearance for upgrades, 

KRVSLWDOV�DQG�ODEV�PXVW�ƬQG�ZD\V�WR�SURWHFW�WKH�HTXLSPHQW�WKH\�DUH�XVLQJ�LQ�WKH�

meantime.

The costs are high for purchasing and maintaining medical equipment, such as 

05,�RU�&7�VFDQQLQJ�PDFKLQHV�WKDW�FDQ�ƬQG�FDQFHURXV�WXPRUV��DQG�ODE�HTXLSPHQW�

such as LC/MS systems that use robotic arms to load syringes with samples in 

preparation for molecular analysis used to develop new vaccines and conduct 

DNA research.6 Sometimes, these machines cannot be connected to the network 

to download the latest virus signatures and other protections. Other equipment 

such as anesthesia machines, sterilizers, electrosurgical units, and infusion pumps 

may be connected to the internet but they might not have been inspected to wipe 

away supply chain malware. IT anti-malware was never designed to handle the 

configurations necessary for these specialty machines, and uninspected devices 

may be deployed with ransomware and inadvertently spread it in stealth mode. 

Telemedicine devices need remote connections so that doctors can monitor vital 

signs from a distance which makes them easy targets for hackers. Many of these 

critical machines may be running on outdated operating systems that are too old 

for security patches but are still functioning properly. Even if a hospital had the 

funds to buy upgraded equipment, it takes on average 3-7 years for manufacturers 

to develop a new device from conception to installation at a hospital or lab. 

Threats to Medical Devices

6�6FLHQWLVWV�XVH�OLTXLG�FKURPDWRJUDSK\���PDVV�VSHFWURPHWHU�V\VWHPV�IRU�VWXG\LQJ�KRZ�TXLFNO\�GUXJV�OHDYH�WKH�ERG\�RU�GHWHFWLQJ�FRPSRXQGV�
(such as illegal drugs) from a sample�
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'HSHQGLQJ�RQ�WKH�FODVV�RI�D�GHYLFH��)'$�FHUWLƬFDWLRQ�DORQH�FDQ�WDNH�IURP�D�IHZ�

weeks for 510(k) clearance of Class 1 non-invasive device up to 8 months for Class 

3 devices that follow the PMA (premarket approval) pathway.7 

Building systems used in hospitals and labs are another attack vector that is 

often overlooked. HVAC8 systems have vulnerabilities that may impair their ability 

to purify the air and stop infectious diseases from spreading. In some parts of 

WKH�ZRUOG��VLPSO\�WXUQLQJ�Rƪ�WKH�DLU�FRQGLWLRQLQJ�ZRXOG�FUHDWH�D�OLIH�WKUHDWHQLQJ�

emergency, as patients and healthcare professionals might suffer heat strokes. 

Backup generators also need to be secure to keep the lights on during surgery and 

to keep life-saving devices working during an unforeseen power outage. 

In 2020, Stellar trust lists were recommended to protect medical devices and 

building systems. Rather than blocklist known malware, Stellar trust lists only 

allowed trustworthy control commands. Two years later, Stellar trust lists have 

been tested and proven successful even under increasingly aggressive threats. 

Stellar provided a good foundation for OT zero trust to advance trust analysis 

techniques that can protect endpoints, networks, and those highly valued legacy 

devices and standalone systems. 

Now, OT zero trust offers a wider range of protections for medical devices 

DQG�KHDOWKFDUH�EXLOGLQJ�V\VWHPV��27�ƬUHZDOOV�VHJPHQW�QHWZRUNV�LQWR�FULWLFDO�DQG�

non-critical microsegments and keep operations away from IT. If one segment 

becomes infected, it can be quarantined which will mitigate the damage. Trust 

lists only allow trustworthy messages and control commands based on the current 

circumstance. Virtual patches secure devices from zero day attacks and prevent 

ransomware propagation. OT zero trust was specifically designed to provide 

granular control over healthcare protocols by supporting 50+ variants of both IT 

and OT protocols for hospital network access control including HL7, DICOM, and 

Modbus. Endpoints are locked down using allow lists that immunize them against 

ransomware. Plug-and-scan USB technology wipes malware from legacy devices 

and standalone systems. All these security appliances report to the OT defense 

console, where you can see what’s going on at any time on a single monitor. 

��p5REHUW�)HQWRQ��+RZ�/RQJ�'RHV�WKH�)'$�0HGLFDO�'HYLFH�$SSURYDO�3URFHVV�7DNH"q�4XDOLR����������$FFHVVHG�-XQH�����������
��+9$&�s�+HDWLQJ��9HQWLODWLRQ��DQG�$LU�&RQGLWLRQLQJ�
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OT Zero Trust Cyber Inoculations

OT zero trust portable security devices are the solution to many of the 

challenges that hospitals and labs are facing. Laboratory and hospital equipment 

tend to be standalone, proprietary systems that are highly specialized and highly 

regulated and were not connected to the internet until recently. Some of these 

devices are not capable of network connectivity, but for those that can connect, 

they may be running on vulnerable operating systems too old to patch. 

OT zero trust designed plug-and-inspect security devices specifically for these 

legacy and air-gapped devices. Simply plug in the device to a USB port and watch 

it wipe away malware and take an inventory of the computer information and 

software apps. This inventory is then sent to the OT defense console, where 

it undergoes further threat analysis to find ways to guard against every CVE 

or MITRE ATT&CK vector targeting your medical device, even those that have 

not been developed yet. Machine learning systems are hard at work evaluating 

data and making informed predictions about where attackers may strike next. 

Additionally, virtual patches protect against zero day attacks while manufacturers 

are busy developing upgrades.

By conducting OT zero trust health checks before deploying any device, supply 

chain malware can be wiped away. Reinforce cyber protections by scheduling 

routine inspections in between patient visits as needed. Nurses and technicians 

can also use OT zero trust portable security devices to safely share data among 

equipment without worrying about infecting them.
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��p1DWLRQDO�&\EHUVHFXULW\�&HQWHU�RI�([FHOOHQFH�6HFXULW\�*XLGDQFH�q�1,67���$FFHVVHG�-XQH�����������

Telemedicine

During the pandemic, doctors and nurses began demanding better human 

safeguards so they could stay healthy while treating patients with highly-

communicable diseases. Healthcare organizations looked at better ways to safely 

extend health services beyond the walls of the clinic. Telehealth or telemedicine 

emerged as a way for doctors and nurses to use video conferencing along with 

remote patient monitoring (RPM). RPM relies on cloud technologies and RPM 

devices to monitor patients at home. This protects healthcare workers while 

allowing patients to heal in the comfort of their own home, but it unfortunately 

introduces potential holes in security.  

By scanning RPM devices with an OT zero trust portable security inspector 

before deployment, cybersecurity technicians or management can oversee the 

device’s status on their OT defense console. System inventory from each patient 

is uploaded and analyzed so that cyber defenses could be customized for their 

unique, individual circumstances. RMP devices with built-in internet connectivity 

connect to home routers and begin trust listing immediately. They apply virtual 

patches to zap zero day threats and stop new threats on the horizon by using 

machine learning threat intelligence.9 
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One of the first known ransomware attacks against healthcare was 

launched as the ultimate insider attack. A biologist distributed 20,000 

infected floppy disks in 1989 at a World Health Organization conference. 

Back then, floppy disks were used to share what we in the modern day 

would call apps. This ransomware would reboot 90 times before showing 

a message from PC Cyborg Corporation demanding that $189 be sent to 

an address in Panama. The biologist was arrested and charged, but later 

GHFODUHG�PHQWDOO\�XQƬW�WR�VWDQG�WULDO��

Fast-forward to this century, and ransomware attacks have become far more 

sophisticated and costly. In 2016, the Hollywood Presbyterian Medical Center paid 

$17,000 for one such attack. In 2017, WannaCry exploited 200,000 systems across 

150 countries including 70,000 British national healthcare systems, and the cost of 

this attack was estimated at £92 million. In 2019, over one billion medical images 

were leaked over a three month period. 

Attacks spiked during the Covid-19 pandemic. McAfee reported observing 374 

FRYLG�WKHPHG�WKUHDWV�SHU�PLQXWH�LQ�WKH�ƬUVW�TXDUWHU�RI�������,Q�'HFHPEHU�������

the SolarWinds infected dynamic link library burst onto the scene as one of the 

most diabolical supply chain attacks in history. Since it was disguised as a vendor 

patch, it quickly and quietly infected 18,000 downstream customers, including 

healthcare organizations.

In January 2021, a Belgian hospital was hit by a Windows bitlocker encryption 

attack and an alert was issued warning about Iran-linked BitLocker attacks.10 

In 2020, the FDA issued a warning about vulnerabilities found in medical 

equipment used in nursing bays to monitor patients’ vital signs, including their 

temperature, heartbeat, and blood pressure. Bad actors could control these 

devices remotely and generate false alarms or silence real ones. The medical 

device manufacturer did not have a security patch ready, so they advised hospitals 

to separate this equipment from wider hospital networks while they developed an 

upgrade.11 

Recently, three disturbing trends have emerged: RaaS (ransomware as a 

VHUYLFH���KLMDFNLQJ�OHJLWLPDWH�WRROV��DQG�/27/��OLYLQJ�Rƪ�WKH�ODQG�.

2022 Ransomware Trends

10�p+LVWRULFDO�5DQVRPZDUH�$FWLYLW\�/HYHUDJLQJ�/HJLWLPDWH�7RROV�q�5DQVRPZDUH�7UHQGV�LQ�WKH�+3+�6HFWRU��4���������'HSDUWPHQW�RI�+HDOWK�DQG�
+XPDQ�6HUYLFHV�&\EHUVHFXULW\�3URJUDP���0D\��������

11 0DULHOOD�0RRQ��p)'$�ZDUQV�KRVSLWDOV�DERXW�VHFXULW\�ƮDZV�LQ�VRPH�*(�PHGLFDO�HTXLSPHQW�q�(QJDGJHW���-DQXDU\������� 
�$FFHVVHG�-XQH�����������
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Ransomware as a Service is making it easier for thieves without technical skills 

to launch an attack. Initial Access Brokers (IAB) are selling network access so 

that RaaS groups have more time to focus on developing more sinister attack 

payloads. IAB and other remote access products are regularly advertised on cyber 

criminal forums. More than half of forum ads promote general VPN/RDP access 

to healthcare organizations. The top RaaS groups are LockBit, Conti, SunCrypt, 

ALPHV/BlackCat, and Hive. 

RaaS

To make it easier to operate in stealth mode, bad actors are crafting attacks by 

taking over legitimate tools such as Windows SafeMode, Microsoft’s BitLocker, 

and FileZilla FTP.12 

Hijacking Legitimate Tools

Living Off The Land attacks use tools that are readily available in the target 

environment rather than deploying custom tools and malware. For example, 

Powershell can execute malicious commands or Task Scheduler can schedule 

malicious scripts. Strategically placed, legitimate commands can do significant 

GDPDJH�E\�GHOHWLQJ�ƬOHV�LQ�DQ�LPSRUWDQW�IROGHU�9 

LOTL

12�p&\EHU$UN��/LYLQJ�2ƪ�WKH�/DQG�5DQVRPZDUH�$WWDFNV��$�6WHS�%\�6WHS�3ODQ�IRU�3OD\LQJ�'HIHQVH�q�&\EHUDUN���$XJXVW��������
13 -Hƪ�/DJDVVH��p3DWLHQWV�LQFUHDVLQJO\�VXLQJ�KRVSLWDOV�RYHU�GDWD�EUHDFKHV�q���������$FFHVVHG�-XQH�����������

Even with all the evidence supporting the need for good cyber hygiene, 

some healthcare organizations still lag behind. Patients and healthcare 

LQVXUDQFH�RUJDQL]DWLRQV�DUH�EHJLQQLQJ�WR�DSSO\�ƬQDQFLDO�SUHVVXUH�

On top of that, patients are suing over ransomware attacks. According to a study by the 

8��6��ODZ�ƬUP�%DNHU�+RVWHWOHU��RXW�RI����UDQVRPZDUH�ODZVXLWV�ƬOHG�LQ�������KHDOWKFDUH�

RUJDQL]DWLRQV�PDGH�XS���. 

The U. S. Centers for Medicare and Medicaid have been denying extensions for filing 

claims because of cyber attacks. They cite that healthcare providers “could have feasibly 

received information describing how to prevent the occurrence of cyber attack and did 

QRW�DGGUHVV�WKH�ULVNV�LQ�D�FRPSOHWH�DQG�WLPHO\�IDVKLRQ�q�7KHVH�GHQLDOV�UHVXOW�LQ�D�VLJQLƬFDQW�

ORVV�RI�UHYHQXH�IRU�ODWH�ƬOLQJ�KHDOWKFDUH�RUJDQL]DWLRQV�13 

Ransomware Lawsuits
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Inspect every device before it is deployed to wipe away supply chain malware 

and to take a system inventory. Use the OT zero trust portable security device 

to alleviate the pain point caused by outdated operating systems that cannot be 

patched. Hospital machines frequently have accessible USB ports. Restrict access 

to only OT zero trust portable security devices for sharing data.

Segment operations away from IT networks. Most threats continue to come 

from the enterprise IT network through phishing emails or other hacks. A DMZ 

(demilitarized zone) with unidirectional OT firewalls guarding operational 

technology is recommended. MicroSegment sensitive equipment so it can be 

quarantined, if necessary. Rely on intrusion protection systems that have been 

designed to analyze OT protocols and machines.

Lock down and continually evaluate the trustworthiness of each control 

command and network message on a case-by-case basis. Allow only trustworthy 

control commands to reach equipment.

 

Reinforce cybersecurity through continuous inspections and monitoring to 

ensure identification of vulnerabilities. Install virtual patches to stop zero day 

attacks. Rely on advanced threat intelligence to help predict protections against 

new attacks.

Deploy OT Zero Trust Cyber Defenses
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14�p1DWLRQDO�&\EHUVHFXULW\�&HQWHU�RI�([FHOOHQFH�6HFXULW\�*XLGDQFH�p�1,67��KWWSV���ZZZ�QFFRH�QLVW�JRY�KHDOWKFDUH�VHFXULQJ�WHOHKHDOWK�UHPRWH�
SDWLHQW�PRQLWRULQJ�HFRV\VWHP"PVFONLG ���HG�D�DID���HF��G�D�����H�E�D���G��GH�DI�I��HFE�GFH�DI�����I�D��$FFHVVHG�-XQH�����
2022)�

OT zero trust supports compliance with FDA, GMP, GLP, and other medical 

device, hospital, or laboratory regulations in the USA, as well as international 

regulations. Additionally, medical devices in the USA are categorized as ICS and 

security advisories released by ICS-CERT apply. OT zero trust complies.

While HIPAA pertains to patient privacy, an assault on medical devices or hospital 

building systems that results in leaking patient data could cascade into a plethora 

of regulatory violations. The key to good cyber hygiene is adopting the attitude 

of expecting the unexpected. You never know what kind of malware hackers are 

concocting.

While OT zero trust protections are state-of-the-art, researchers are always 

striving to find new and better ways to protect you. In fact, NIST just published 

a new best practices guide. OT zero trust cyber defenders are working now to 

review the NIST Special Publication 1800-30, Securing Remote Patient Monitoring 

Ecosystem.14 Stay tuned to the TX One Network blog for updates...

Never trust – always verify.

Regulatory Compliance
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